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Sep 9 - 22 tweets * SalomonCrypto/status/1568365818509139968

(1/21) @ethereum Fundamentals: PoS Blocks
In less than 1 week, the Ethereum blockchain will Merge with
the Beacon Chain and the World Computer will transition from

PoW to PoS. The blockchain will never be the same.

A field-by-field guide to on-chain future.

Ethereum Blocks (PoS)

Consensus Layer Execution Layer Ethereum Transaction

Transaction

Transactions

(2/21) @ethereum is the World Computer: a globally shared utility that exists between a
network of 1000s of computers, each running a local version of the Ethereum Virtual
Machine (EVM).

From genesis in 2015 until now, Ethereum has coordinated with a system called Proof of
Work.
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(3/21) In a few days,

the @ethereum blockchain will Merge with the Beacon Chain, creating

the new canonical PoS $ETH.

As the name "The Merge" suggests, Ethereum blocks will be a combination of the old blocks

(execution layer) and the new Beacon Chain blocks (consensus layer).
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(4/21) Prerequisite -

Merkle Trees

Merkle Tree: data structure used to organize and encrypt huge data sets. Merkle Proofs can

be used to efficiently

without transferring

verify that data exists in a dataset (confirmation a piece of data exists
the whole dataset).

Haym Salomon y
@SalomonCrypto - Follow

(1/13) Computer Science 201: Merkle Trees and
Merkle Proofs

If you want to understand @Bitcoin, @ethereum
and blockchain technology, you need to learn:

- How a Merkle trees expresses a large dataset
- How a Merkle proof works
- Why a Markle tree is so efficient

Merkle Trees and Proofs

hashinihz) hashihang) I

[Cresnn [ resiozr J[ reion ) [ resnon ) [Crosnan ) )

[ [ [ | *
Coo e I Joee ]

10:17 PM - Sep 7, 2022 ®

Read the full conversation on Twitter

Q© 399 O Reply & Copylink

Read 15 replies


https://twitter.com/ethereum
https://pbs.twimg.com/media/FcP0aFFaAAENskI.png
https://twitter.com/SalomonCrypto?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://twitter.com/SalomonCrypto?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://twitter.com/SalomonCrypto?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://twitter.com/intent/follow?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request&screen_name=SalomonCrypto
https://twitter.com/SalomonCrypto/status/1567638108937801728?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://twitter.com/Bitcoin?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://twitter.com/ethereum?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://twitter.com/SalomonCrypto/status/1567638108937801728/photo/1?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://twitter.com/SalomonCrypto/status/1567638108937801728?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://help.twitter.com/en/twitter-for-websites-ads-info-and-privacy
https://twitter.com/SalomonCrypto?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://twitter.com/SalomonCrypto/status/1567638108937801728?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request
https://twitter.com/intent/like?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request&tweet_id=1567638108937801728
https://twitter.com/intent/tweet?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request&in_reply_to=1567638108937801728
https://twitter.com/SalomonCrypto/status/1567638108937801728?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1567638108937801728%7Ctwgr%5Ee3f5a948e3c8463db22b2195fda7b4089ad20008%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1568365818509139968.html%3Fkey%3Dinternal_print_request

(5/21) Under PoS, an @ethereum block is made up of 3 parts:

- Administration, the metadata of the block

- Consensus, the layer coordinating the Beacon Chain providing the cryptographic security of
PoS

- Execution, the data of the block, (almost) exactly mirroring PoW blocks

& PoS Block

Administration

Consensus
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(6/21) Administration - information about the block

The attached images show all the administration fields. We will discuss the non-obvious ones
in below.

state_root - the root hash of a Merkle tree which stores the state of the Beacon Chain
(BeaconState)

0219da859bdf 262633 432d53c”,
0xe0291d4133613145db1f656ae330178642aa4a5193b30612d0053c0ef58e94d4"
block number e = e it

ndao_reveal " : "0xad45d63ect261e443abl c1ef77e1£0320661171161fal4b30136231822996599308dc:

proposer_index proposing validator

parent_l'oot hash of the previous block
state_root BeaconsState Merkle root "graffiti":"Ox4c696768746867573652¢76332e312e302d6161303232663400000000000000" ,

randaofreveal verifiably random data
graffiti superfluous, for humans

"signature": "oxaf 1 a 74f 36ef7df94ab677add;

(7/21) randao_reveal - protocol-verified randomness, generated between all block proposers
during an epoch.

Randomness is critical to the Beacon Chain; security depends on being able to unpredictably

and uniformly select block proposers and committee members.

(8/21) graffiti - an (optional) 32-byte field in which block proposers can put anything they
want. Often used by mining pools to log their blocks.

(9/21) signature - the signature the block proposer creates to take responsibility (add to
blockchain and collect reward if good, get slashed if bad). Created by combining the

BeaconState, BeaconBlock and the proposer's private key.
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(10/21) Consensus - information necessary to coordinate and verify blockchain consensus
and implement PoS

The attached images show all the consensus fields. We will discuss the non-obvious ones in

below.

"message” : {

“ethl_data":{

: voluntary_exits

(11/21)deposit_root - the root hash of a Merkle tree which stores the $ETH deposits into the
staking contract (required to become a validator)

attestations - a list of all validators that attested to this block

(12/21) @ethereum PosS elects a proposer who is charged with building (or selecting) a block
and proposing it to the network. Attesters review the block and, if it's valid, sign it with their

keys.

attestations - a list of these signatures, represented in this data structure:

{apn},
{em1,
{am1,
{am1,
{em1,
{apl,
{am1,
{
"aggregation_bits":"oxfffffffffffffffffffffffffrrffrrfffar",
"data":{
"slot":"3065149",
"index":"14",
"beacon_block_root": "0xf260f0e31efa38527846143d0ad43f48e2ffc217113d2a5e0a2b1680423ac70fb",
"source": {
"epoch":"95784"
"root": "@x66d506dfb3ed343d@e2a50b4ee7289c71e41ad498d4356b03d4eeeb3a824be8"

175
"target":{
"epoch":"95785",
"root": "@x7e4ddoc78f47bled76ec22cffde8a80d525d8814f21700dcf37d8bac88eafede”
1
12
"signature": "@xae9bc82ecafI84e514b8obf4eaf9I6e518dbd068833ca339b919e76a0@3ccec3@152178cc34613268¢
3
{em1,
{apl,
{apn},
{1,
{apl,
{am1,
{1,

{ap},
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(13/21) deposits - @beaconcha in defines this field as "amount of validator deposits which
have been included in this block by the block proposer." Interestingly, the only non-o value I

could find was in the genesis block

voluntary_ exits - withdrawals from the staking contract

(14/21) proposer_slashings and attester_slashings - validators that have performed a hostile
action against the network (for example, proposing or attesting to an invalid block). The
network confiscates a portion of their staked $ETH and ejects them from the validator set.

"proposer_slashings":[

1,
"attester_slashings":[

"attestation_1":{
"attesting_indices":[ @D 1,

"data":{
"slot":"3065149",
"index":"41",

"beacon_block_root": "0xf260f8e31efa38527846143d0a43f48e2ffc217113d2a5e8a2b1680423ac70fb",
"source":
"epoch":"95784",
"root": "@x66d506dfb3ed343d0e2a50bdee7289c71e41ad498d4356b03d4elee63a824be8"
3,
"target":{
"epoch":"95785",
"root": "0x7e4ddoc78f47b0ed76ec22cfd08a80d525d8814f2170@dcf37d8bac88eafese"”

5
"signature":"0x97cb1bb5937a2a73e6f4c7¢c723a26639fe805a66dca20be57cfe2ch50952198dado7970b80bbob66b

"attestation_2":{
"attesting_indices":[ @ 1,
"data":{
"slot":"3065149",
"index":"41",
"beacon_block_root": "@xdecc2c184369b2bdd93c6fdbe6370ab1fdfbc51d391c9dd76ala3e6816dd4f5",
"source":{
"epoch":"95784",
"root":"0x66d506dfb3ed343d0e2a50b4ee7289c71e41ad498d4356bB3d4eIee63a824be8"

3,
"target":{

"epoch": "95785",

"root": "@x7e4ddoc78f47b0e@76ec22cfd08a80d525d8814f2170edcf37d8bac88eafese”
>

3
"signature":"0x87e116e34f6736c3a9350e127e9cb82b9977cfbad49acc71ea208e7af6181982e84e305e3ef89c8fec

(15/21) A sync committee is a group of 512 validators, randomly assigned once every 256
epochs (~27 hours). This committee creates the signatures needed for an efficient light

client.

(16/21) sync_committee_Dbits - efficient representation of committee participation

sync_committee_signature - the signature the sync committee creates to take responsibility
for the block/epoch
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(17/21) Execution - the payload of the @ethereum block, including all transaction data.

The attached images show all the execution fields.

Execution

blockfhash hash of the (execution) block

Header Transactions

1927b104F37c8Ph26825eb2ce623cd 1br5998" ,

(18/21) For many purposes (particularly backwards compatibility), the execution payload of
a PoS block looks almost identical to a PoW block. For more information, please see this
thread.

We will cover the (minor) changes below.
Haym Salomon y
@SalomonCrypto - Follow
(1/18) @ethereum Fundamentals: PoW Blocks

Every ~15 seconds a new $ETH block is born... ever
wondered what's inside?

A field-by-field guide to the building blocks that
make up the blockchain.

Ethereum Blocks (PoW)

Transaction

Transaction
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(19/21) difficulty - set to 0 (PoS does not have difficulty)
nonce - set to 0Xx0000000000000000 (PoS does not use a nonce)

mixHash - has been renamed to prev_randao now stores the randao value from the previous
block

Pre-Merge Post-Merge

ﬁ w \ co::;i:rsus |5Il| parent-root | state-root l
0
[

signature |
Ex:cullon iramao j graffiti idepc».';il ot
ayer
parent-hash
state-root
ATT-0 :
difficulty Txa ATT-1 Execution
mixHash 1 - Layer
T;N ATT-N parent-hash
base-fee state-root
K J DEP-0 TRHash
[ Exmo | base-fee

0x1c9992105e8015 EXIT-1 1

B 0xae3472099....

2c53781e03a76f4
DIFFICULTY
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(20/21) shagUncles and uncles - because proof of stake does not naturally produce uncle
blocks, these fields will be set to 0 (or the hash of an empty list in the case of shazgUncles).
These fields have become irrelevant.

(21/21) And there you have it! That's an @ethereum (Proof of Stake) block!

"message": {
"slot": "4655264",
"proposer_index" :"346809",
"parent_root" : "0xc56f1589fde490f 0219da859bdf f2626331896c68e02a5dcd35e69d7432d53¢",

"state_root": "0xe0291d4133613145db1f656ae330178642aa4a5193b30612d0053¢c0ef58e94d4",

"body": {
"randao_reveal":"@xad45d63ecf261e443ab1c1ef77e1f0320661f171161fa14b3013623f822996599308dcadbd2b879dfb7a3abld87f@b2518c@db689bd
"ethl_data":{

“deposit_ d7aa3d5527182c84510829fd61319f151def2c13af 11dabc2c3b3bel 27e984ee" ,
"deposit_count":"432224",
"block_hash" : "@x90a24cf60667b29cbdc5137 252d89d064 "

"graffiti": "0x4c69676874686f7573652f76332e312e302d6161303232663400000000000000",

"proposer_slashings":[ @p 1,

"attester_slashings":[ @D ],

"attestations":[ad 1,

"deposits":[ @ ],

"voluntary_exits":[ @® ],

"sync_aggregate":{ @@},

"execution_payload":{
"parent_hash™": "0x23f9375360a3bbd757e18f71199c7a40823a344866c3fb6ace791cc56b1426¢7",
"fee_recipient”:"0x00192fb10df37c9fb26829eb2cc623¢cd1bf599e8",
"state_root":"@x751a68cadcI0ac@45a391d5a25cc57414c506c38e8e13249f0f8400d17b422dc",
"receipts_root":"0xb8443b4399ed717146722c0d117d1e7b7f6e54f 367d11296a87b27f8c89fe87c",
"logs_bloom" : "@xabebf5e67d2fd8fcd6bbf38bdad3ff7bcad36eb73e7bea54abg9aedd75fb7bdb75bfbbcBb3fO37f77dIbbfe83affadf f5ea7cfcbdfb
"prev_randao”: "0xc2b3f9@e50797344ac39a341df917@3bd45f14bf5cd59a516c36ad775759f279",
"block_number":"15497786",
"gas_limit":"30000000",

"gas_used"

"timestamp

"extra_data":"@x457468657265 4e532f 72735f455536" ,
"base_fee_per_gas": "31200532855",

"block_hash" :

“transactions":[
"0x8add7ee210992d7d0f 07b4df c3f25ce8f8F2c2c3933183b1 1cede318caddf 164" ,
"0x45a7e8d2586F31 1 30cd7de2"
"0xecb919b187278498475a8e70d76ee6d7135a7328346c8c6414d4b30e9bfd125d" ,

"ox4c6fadSf1ef9880e1fba41d1f121a97bfaebcabsf fda3sefcdd2aaabs6ecef3a”,
"ox74. féc: 178280@6b1e6ce30562fef46f",
o 74d6b8 ¢ 7c2ae454ea0274270cabf544846"

1
b
}

"signature": "0xafe@88e93361aa94c1413845c601f59aeaa’ 19582d36848d68c84e230b5874f 36ef7df94ab677a4d28d225fIa2e86c670d0a679104b3a976eb899
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In less than 1 week, the Ethereum blockchain will
Merge with the Beacon Chain and the World
Computer will transition from PoW to PoS. The
blockchain will never be the same.
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