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(1/15) MEV 101

This time with drawings!!!
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(2/15) MEV is such a huge topic, it’s impossible to cover in one (or 10) threads.
This thread is an extremely simplified, high level explainer of “how.”

To understand why, here’s a thread for you:

Haym Salomon ’
hay @SalomonCrypto - Follow
This has never happened to me before.. | guess Tweet 1
and 2 are lost somewhere on the Internet.

(1/20) Curious what bots do? Come learn (some of) what
happens behind the scenes

(2/20) Not Financial Advice

At least it saved all the good stuff. But jeez....

@ Haym Salomon @SalomonCrypto

(3/20) Arbitrage - an opportunity to secure a guaranteed profit by
identifying and exploiting an information discrepancy.

The casual usage (usually) refers to executing trades to lock in profits
when assets have different prices in different venues.
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(3/15) MEV is value that can be extracted from a system by a participant with privileged
knowledge or access.

The classic and most common example of MEV comes from the execution process of

blockchain transactions. Let’s walk through.


https://twitter.com/SalomonCrypto?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1527676772149362688%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1540870370437107712.html%3Fkey%3Dinternal_print_request
https://twitter.com/SalomonCrypto?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1527676772149362688%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1540870370437107712.html%3Fkey%3Dinternal_print_request
https://twitter.com/SalomonCrypto?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1527676772149362688%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1540870370437107712.html%3Fkey%3Dinternal_print_request
https://twitter.com/intent/follow?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1527676772149362688%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1540870370437107712.html%3Fkey%3Dinternal_print_request&screen_name=SalomonCrypto
https://twitter.com/SalomonCrypto/status/1527676772149362688?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1527676772149362688%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1540870370437107712.html%3Fkey%3Dinternal_print_request
https://twitter.com/SalomonCrypto/status/1527676772149362688?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1527676772149362688%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1540870370437107712.html%3Fkey%3Dinternal_print_request
https://help.twitter.com/en/twitter-for-websites-ads-info-and-privacy
https://twitter.com/intent/like?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1527676772149362688%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1540870370437107712.html%3Fkey%3Dinternal_print_request&tweet_id=1527676772149362688
https://twitter.com/intent/tweet?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1527676772149362688%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1540870370437107712.html%3Fkey%3Dinternal_print_request&in_reply_to=1527676772149362688
https://twitter.com/SalomonCrypto/status/1527676772149362688?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1527676772149362688%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fthreadreaderapp.com%2Fprint%2F1540870370437107712.html%3Fkey%3Dinternal_print_request

(4/15) First a user generates a transaction (txn). A txn can be anything: a transfer, a trade, a

deposit, etc.

Users typically use a wallet, but txns can also be generated programmatically.

Step 1 - Transaction

user.eth ¥
Transaction
Contract Oxabc...123
Amount 32 ETH

Gas 003 ETH
Total 32.003 ETH

TXN: Oxcba...321

User generates
a transaction
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(5/15) A txn are bundled up into packets of data and sent to the Mempool. There it wait with
all the pending txns, waiting to selected to be included into the next block.

Txn selection is based on how much gas the user bid when s/he created the txn.
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(6/15) As txns are selected, they are bundled into a block. Once the block fills up, it is ready

to be sent to the blockchain for approval and inclusion.

Step 3 - Production

Pending txns wait in
the Mempool, selected
based on gas paid

Block 10000001
Transaction 1
Transaction 2
Transaction 3

Transaction 6
Transaction 7
Transaction 8

Transaction 4
TXN Transaction 5

Block producers
execute transactions
and create blocks



https://pbs.twimg.com/media/FWJFcwuUcAAJ9GI.jpg
https://pbs.twimg.com/media/FWJFdGmUsAEOA9g.jpg

(7/15) Blocks are sent to validators, who hold a current copy of the blockchain. They evaluate
every new block; if it is a valid block (uses the correct start & end state and no invalid txns).

If the block is approved by the network, it is added to the blockchain.
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(8/15) Here’s the whole process... at least conceptually.
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(9/15) The issue is the openly accessible mempool. The process we described assumed

everyone was a good actor and txns were all mutually independent.

Poor assumption.

(10/15) Think about what’s in the mempool. Not only is every specific txn out there in the
open, but a smart watcher can figure out what order they’ll be executed in.

I mean, all you have to do is rank by gas cost. And suddenly you have a roadmap to extract
MEV.
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(11/15) MEV is a function of the specific network conditions and the specific txns that
happen.

An MEV attacker will watch the mempool, patiently waiting and looking for opportunities.
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(12/15) When s/he (it’s usually a bot) sees an opportunity, s/he quickly constructs the perfect
transaction to extract value without taking any risk.

S/he then gets them to the producer ASAP. By carefully crafting gas bids, the transaction
executes around the extractable value
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(13/15) The txns are valid (although malicious) and so the block passed consensus and is
added to the blockchain.

MEV was extracted and whoever generated the txn is none the wiser. Their txns keep
executing, the MEV bot keeps extracting, and the world keeps turning.
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(14/15) Hopefully by now you have a basic understanding of MEV. From here it’s time to
start learning about the team doing something about it.

The OGs are Flashbots < gg( ), but also check out for a
decentralized, on-chain team.
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(15/15) But seriously, learn about MEV. I promise you you’d be front running the next big
crypto narrative!

Adding this. Listen to this podcast episode.

& Haym Salomon y
(A @SalomonCrypto - Follow
Top 3 podcast episode of the year

 Hasu £ (is hiring! jobs.flashbots.net) @hasufl
Hyped to bring you the final part of our Ethereum PoS special:

- feat. Stephane '@thegostep’ Gosselin as co-host (in his podcast debut!)
- back with @dannyryan and @TimBeiko from the Ethereum Foundation
- 1.5h deep discussion of MEV + liquid staking
youtube.com/watch?v=8UPFwK...
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Like what you read? Help me spread the word by retweeting the thread (linked below).
Follow me for more explainers and as much alpha as I can possibly serve.
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